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SECURITYSAGE OVERDRIVE SERVICES SYNOPSIS

The following is a summary of SecuritySage Overdrive’s (SSO) general service offering.

Our services are typically offered to clients as part of an overall technology / business
solution, though individual services can be architected, documented, and / or
implemented by SSO’s Security and Professional Consulting Practices as required by a
client.

SSO has the ability to deliver tier 1 services, as follows (short paragraphs about each
service follow after this list):

Software Development

Data Management Solutions
Security Strategy Planning
Managed Services

Critical Asset Protection

Hosting for Web, Mail, DNS, MX
services

Risk Management
Anti-SPAM Solutions
Security, & Software Audits
Compliance Audits

Data Recovery

SOFTWARE DEVELOPMENT

Custom application development projects usually follow a rigorous analysis process
where all user requirements are gathered and put into a formal document which
accurately describes the project. Specifications for application architecture and design
are produced and used as guides to develop specific applications to meet the business’s
needs.

DATA MANAGEMENT

Data management solutions involve the creation, planning, implementation of data
solutions. These include data architecture (how data is stored, and where data is
stored), data recovery and extraction (retrieval of critical data from database systems),
and data migration (movement of data from one database system to another).

SECURITY STRATEGY PLANNING

Information security is not ensured through technology alone. Through a proper
understanding of business goals and practices, SSO can help define a clear roadmap
toward comprehensive, proactive, end-to-end security.

MANAGED SERVICES

SSO’s managed services is the planning, implementation and hardening of a business’
IT infrastructure, its servers and its workstations and full support to its functioning with
the highest availability and backup functionality. Maintenance involves the regular care
and protection of servers and workstations connected to the network. SSO also
manages offered protected zones and the creation thereof within your network.
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CRITICAL ASSET PROTECTION

SSO architects can work with your organization to identify all critical assets that need to
be protected on your network with intrusion detection and prevention systems. These
devices can be installed to create a protected zone, together with proxies for protection
against application layer attacks. The protected zone with these devices is a turn-key
solution with SSO’s full managed services.

WEBHOSTING FOR WEB, MAIL, DNS, MX SERVICES

SSO offers comprehensive Hosting services ranging from simple shared hosting to full
secure managed hosting its Data Center. SSO’s Data Center is built for protection
against power outages and fire, and is secured by key card access, visitation logs,
camera surveillance, and physical security 24/7/365.

RISK MANAGEMENT

Information security threats take many shapes and forms, and can come from many
different directions. Our consultants will help your organization to make better security
decisions, reduce risks, and maximize the effectiveness of existing technological
resources.

ANTISPAM FILERING

SSO is able to offer its clients both an in house and a fully outsourced solution for Anti-
SPAM and Antivirus detection and treatment using its own custom software or appliance
solutions.

COMPLIANCE, SECURITY & SOFTWARE AUDIT

The software audit mandate involves the analysis of existing software solutions within an
organization to determine whether or not this software meets the business’'s needs.
Ultimately the goal is to produce a set of recommendations and manage the
implementation of any solutions that may be necessary.

SARBANES-OXLEY, HIPAA, GLB, PIPED-A, & OTHER COMPLIANCE AUDITS
Governments have recently begun introducing laws and legislations that require
organizations to adhere to certain regulations regarding the use and exchange of
information.

ISO 13335, 15408, 17799, BS 7799, & OTHER STANDARDS COMPLIANCE AUDITS
ISO and other standards certifications are commonly sought after by various
organizations. Our auditors can help ensure that you are ready for a compliance audit,
and identify any areas where improvements will be necessary.

DATA RECOVERY

Personal computers are the most common tool used in activities related to information
system attack, e-fraud, and the dissemination of private or proprietary information to
unauthorized persons. Gathering data related to these activities, especially in the event
that the person in question attempted to cover his or her tracks can be very difficult. Our
forensic specialists can help recover data and analyze systems to recreate the chain of
events and gather available evidence relating to the violation of information systems.
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